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What is Kubernetes?

Kubernetes is a portable, extensible, open source platform for managing containerized workloads 
and services.

It provides with:

● Service discovery and load balancing 
● Storage orchestration
● Automated rollouts and rollbacks
● Automatic bin packing 
● Self-healing 
● Secret and configuration management
● Batch execution 
● Horizontal scaling 
● IPv4/IPv6 dual-stack 
● Designed for extensibility 

https://kubernetes.io/docs/concepts/overview/



Kubernetes architecture

https://kubernetes.io/docs/concepts/architecture/



OWASP KUBERNETES TOP 10

Top 10 Kubernetes Risks - 2025
2025 Top 10 Risks now available Feedback welcome. Please open issues or PRs for changes

● K01: Insecure Workload Configurations
● K02: Overly Permissive Authorization Configurations
● K03: Secrets Management Failures
● K04: Lack Of Cluster Level Policy Enforcement
● K05: Missing Network Segmentation Controls
● K06: Overly Exposed Kubernetes Components
● K07: Misconfigured And Vulnerable Cluster Components
● K08: Cluster To Cloud Lateral Movement
● K09: Broken Authentication Mechanisms
● K10: Inadequate Logging And Monitoring

https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K01-Insecure-Workload-Configurations
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K02-Overly-Permissive-Authorization-Configurations.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K03-Secrets-Management-Failures.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K04-Lack-Of-Cluster-Level-Policy-Enforcement.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K05-Missing-Network-Segmentation-Controls.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K06-Overly-Exposed-Kubernetes-Components.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K07-Misconfigured-And-Vulnerable-Cluster-Components.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K08-Cluster-To-Cloud-Lateral-Movement.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K09-Broken-Authentication-Mechanisms.html
https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K10-Inadequate-Logging-And-Monitoring.html


K01: Insecure Workload Configurations

Pods are by default insecure!

It’s vital to implement the securityContext

To avoid:

- running as root
- default linux capabilities
- service account tokens
- removing seccomp filters (default in Red Hat)
- missing resource limits
- etc.

https://owasp.org/www-project-kubernetes-top-ten/2025/en/src/K01-Insecure-Workload-Configurations



Vulnerability example -   CRI-O "cr8escape" vulnerability 
CVE-2022-0811 – Container Escape Vulnerability in CRI-O Runtime 

● critical vulnerability in the CRI-O container runtime (CVSS score 9.0), discovered by CrowdStrike

● kernel.core_pattern parameter exploited during pod creation

An attacker can bypass container isolation to set arbitrary kernel parameters. 

The container gets full root access to the host, facilitating malware deployment, data exfiltration, 

and lateral movement across the Kubernetes cluster.



Recently discovered K8s vulnerabilities



Tools to defend from Kernel attacks 

Kubernetes lets you configure and use Linux kernel features to improve isolation and harden your 
containerized workloads.

 Common features include the following:

● Secure computing mode (seccomp): Filter which system calls a process can make
● AppArmor: Restrict the access privileges of individual programs
● Security Enhanced Linux (SELinux): Assign security labels to objects for more manageable 

security policy enforcement



Seccomp



Syscall workflow

1. The applications make the syscall request
2. The processor switches from user mode to kernel mode 
3. The kernel performs the requested operation 
4. The processor switches back to user mode

https://www.tutorialspoint.com/what-are-system-calls-in-operating-system



What is Seccomp?

- stands for “secure computing mode”
- sandboxing security mechanism
- first devised by Andrea Arcangeli in January 2005 for use in public grid computing 
- feature of the Linux kernel since version 2.6.12 (March 2005)
- restricts the syscalls the process can make from user space into the kernel. 
- extension called seccomp-bpf that uses the BPF - Berkeley packet filter - available

https://en.wikipedia.org/wiki/Grid_computing


Seccomp in Kubernetes

Workload improved security by reducing the Linux kernel syscall attack surface available inside 
containers. 

● containers use syscalls to interact with the host kernel
● each container’s syscall can be monitored and restricted!
● seccomp profiles automatically loaded onto a node to your pods and containers.
● profiles can be applied to Kubernetes containers directly

Since Kubernetes 1.27, you can enable the use of RuntimeDefault as the default seccomp profile 
for all workloads.

Kubelet can be run with “--seccomp-default” to apply the runtime default profile



What Seccomp can do

Seccomp will:

- limits syscalls - allow only the syscalls required for your application to function
- prevents the exploitation of syscalls that are not approved. 
- terminates the process in case of exploit
- lets you define three types of rules:

- allow
- deny
- BPF based (Berkeley packet filter)



Configuring seccomp

Check the configuration within the kernel available:



Ways to specify a seccomp profile

There are four ways to specify seccomp in the pod / deployment manifest

● for the whole Pod using spec.securityContext.seccompProfile
● for a single container using spec.containers[*].securityContext.seccompProfile
● for an (restartable / sidecar) init container using 

spec.initContainers[*].securityContext.seccompProfile
● for an ephemeral container using 

spec.ephemeralContainers[*].securityContext.seccompProfile

https://kubernetes.io/docs/reference/node/seccomp/

https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#security-context
https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#security-context-1
https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#security-context-1
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
https://kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-v1/#security-context-2


Seccomp profile types

● Unconfined
The workload runs without any seccomp restrictions.

● RuntimeDefault
A default seccomp profile defined by the container runtime is applied.

● Localhost
The localhostProfile will be applied, which has to be available on the node disk (on Linux it's 
/var/lib/kubelet/seccomp)

If the profile does not exist, then the container creation will fail with a CreateContainerError

https://kubernetes.io/docs/reference/node/seccomp/

https://kubernetes.io/docs/setup/production-environment/container-runtimes


Pod without seccomp - Privilege elevation example

 Create a simple pod  and escalate privileges by using the command “unshare” with 
“map-root-user” .  As default, unshare syscall is available! you can operator as root!

It allow a process to control its shared execution context without creating a new process.



Pod with seccomp - Using the runtime default

RuntimeDefault as seccompProfile set in the security Context of the Pod:



We can get the container ID



Take a look at the configuration 



Simple Seccomp profile for auditing
{

   "defaultAction": "SCMP_ACT_LOG"

}



Custom seccomp profile

You can place the json profile under /var/lib/kubelet/seccomp

SCMP_ACT_ALLOW : what is in the list will be allowed



Example - pod with custom seccomp profile

apiVersion: v1
kind: Pod
metadata:
  name: nginx-seccomp-pod
spec:
  securityContext:
    seccompProfile:
      type: Localhost
      localhostProfile: custom-seccomp.json
  containers:
  - name: nginx-container
    image: nginx
    command: ["/bin/sh", "-c", "sleep 1h"]



Set seccomp default

Edit the /var/lib/kubelet/config.yaml on the node and add:

This will ensure that all the pods in the same node will use the standard Seccomp profile of the 
container runtime (CRI).

The profile defined in the pod manifest will take the precedence, if provided.

If no profile is specified, the runtime default will be used.

 



Demo - Logging all the syscalls - part 1

1) ssh node01
2) mkdir -p /var/lib/kubelet/seccomp/profiles
3) Create the seccomp profile - audit.json in the profiles folder with the default action

    "defaultAction": "SCMP_ACT_LOG"

4) exit from the node
5) on the controlpane create pod with the security contenxt



Demo - Logging all the syscalls - part 2

Inspect the logs

ssh node01



Apparmor



What is AppArmor?

- security kernel module that provides mandatory access control (MAC) for applications
- Tool limiting what a process can do on the host based on a profile (process isolation)
- uses program profiles to restrict the capabilities of individual programs
- initially released in 1998 by Immunix Inc., then SUSE since 2005
- included on Distributions like Debian, Arch Linux, openSUSE
- since Kernel version 2.6.36
- 2 modes

- enforcing mode  (prevent actions)
- complain mode  

- enhanced logging capabilities
- more focused on defending the application  / resources



How does Apparmor work?

- Profile-based restrictions
- Deny-by-Default approach  (define what is allowed)
- Exploits mitigation  -  malicious activities prevention



Install the extra Apparmor utilities

Apparmor can be often be found already installed, but you might also needs some other utilities.

On Ubuntu:

> sudo apt install -y apparmor apparmor-utils

> sudo apt install apparmor-notify



Check the status of the apparmor service



Apparmor configuration under /etc/apparmor.d



Check apparmor status

> sudo aa-status   /   apparmor_status



Example - deny-write-tmp profile (in /etc/apparmor.d)
#include <tunables/global>

profile k8s-apparmor-example-deny-write flags=(attach_disconnected) {

  #include <abstractions/base>

  file,

  # Deny all file writes.

  deny /** w,

}



apparmor_parser 

The apparmor_parser command  loads the profile into the current state of apparmor:

The profile parsing must be repeated on each node!!!



Load the Apparmor profile on every node



Securing a pod

AppArmor profiles can be specified at the pod level or container level. The container AppArmor 
profile takes precedence over the pod profile.

securityContext:

 appArmorProfile:

   type: <profile_type>

Where <profile_type> is one of:

● RuntimeDefault - to use the runtime's default profile
● Localhost -  to use a profile loaded on the host 
● Unconfined -  to run without AppArmor



Add the profile to the resource



Check the logs



From enforced to complain mode

Using aa-complain command to set the profile in complain mode:



Using both Apparmor and Seccomp together



chmod syscall + resource access blocked! both in place!



Assigning the profile as annotation

You can assign the profile to a pod, also by using the annotation



Apparmor profiles authoring

Getting AppArmor profiles specified correctly can be a tricky business. 

Fortunately there are some tools to help with that:

● aa-genprof and aa-logprof generate profile rules by monitoring an application's activity and 
logs, and admitting the actions it takes. Further instructions are provided by the AppArmor 
documentation.

● bane is an AppArmor profile generator for Docker that uses a simplified profile language.

https://gitlab.com/apparmor/apparmor/wikis/Profiling_with_tools
https://gitlab.com/apparmor/apparmor/wikis/Profiling_with_tools
https://github.com/jfrazelle/bane


Kubelet security



What is a kubelet?

A kubelet is the primary "node agent" that runs on every worker node in a Kubernetes cluster. 
It’s a local manager or "captain" of the node, ensuring that the assigned containers are running 
and healthy.



Kubelet security

You can use the  property protectKernelDefaults in the kubelet configuration to prevent the 
kubelet from modifying the kernel defaults.

Main configuration: /var/lib/kubelet/config.yaml



Thanks for you attention!
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Questions?


